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(54) Secured printing system 



(57) In a secured printing system including an infor- 
mation processing apparatus and a printer, when the in- 
formation processing apparatus issues a print job in a 
suspended state to the printer, the printer having accept- 
ed the print job suspends and holds the print job until 
release of suspension of job is instructed, and returns 
job designation information peculiar to the accepted 
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print job to the information processing apparatus. The 
information processing apparatus writes the job desig- 
nation information returned from-the.printer-in-a-detach- 
ablestcoae^-medium. The printer reads out the job des- 
ignation information from the detachable storage medi- 
um, in which the job designation information is written, 
and, then, releases the suspended state of the corre- 
sponding print job. 
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Description 

BACKGROUND OF THE INVENTION 
Field of the Invention 

[0001 ] The present invention relates to an information 
processing apparatus capable of remotely instructing 
printing by issuing a print job to a printing device con- 
nected via a predetermined network, the printing device, 
a printing system having the information processing ap- 
paratus and the printing device, a control method for the 
information processing apparatus, a control method for 
the printing device, a printing method for the printing 
system, programs for executing the printing method, 
and storage media. Related Background Art 
[0002] In recent years, in a system in which an infor- 
mation processing terminal such as a computer and a 
printing device are connected via a network, the Internet 
Printing Protocol (IPP) has been developed and attract- 
ing attention as a technique for causing the printing de- 
vice to execute printing according to an instruction from 
the information processing terminal. 
[0003] This specifies a communication procedure 
(protocol) for performing printing in a network printing 
device located in a remote place and organized by Print- 
er Working Group (PWG) which is an international 
standardization organization related to printing. An ini- 
tial version specification thereof is widely opened to the 
public as RFC2566 which is one of Internet standards 
according to the Internet Engineering Task Force 
(IETF). 

[0004] In the IPP, a plurality of attributes for closely 
controlling various printer operations and job operations 
for printing and print jobs are specified. 
[0005] For the printer operations, "Print-Job (printing 
execution)", "Get- Printer- Attributes (printer attributes 
acquisition)", "Get-Jobs (job list acquisition)", and the 
like are specified. In addition, for the job operations, 
"Cancel-Job (cancellation of job)", "Get- Job- Attributes 
Gob state acquisition)", "Hold-Jo^ (siispe^siQn of job)^ _ 
" Release-Job (resurnption_j aLiQb)", and the like are 
specified. In this way, several kinds of processing for 
controlling start to end of printing are specified. 
[0006] In addition, in order to designate a detailed set- 
ting for a printing device and to designate a detailed out- 
put form of a print, various attributes such as the number 
of copies, a finishing form, a print medium, and quality 
are specified. 

[0007] Then, a user can designate an IPP operation 
after designating these IPP attributes in advance. 
[0008] Note that the IPP is specified as a protocol for 
an application layer in a network architecture. It is spec- 
ified thafU I I P v^rr+i^jjsed as a transport protocol. 
[0009] Incidentally, as it has become easTeffbr a user 
to perform control of a printing device and control from 
generation to completion of a job through a network, re- 
quirement has been increased for dealing with matters 



such as management of access to the printing device 
or control of access to a job by the user, and security on 
the network. 

[0010] The IPP adopts an encryption communication 
5 system according to Transport Layer Security (TLS) as 
a method for guaranteeing security on the network. 
[001 1] The TLS logically constructs a secure channel, 
which utilizes an encryption technique, on a network 
connecting a client device (e.g., user PC) and a printing 
10 device. In addition, the TLS also has a mechanism for 
guaranteeing reliability of a client and a printing device 
utilizing a hierarchical digital certificate according to 
Public Key Infrastructure (PKI). 
[0012] More secured remote printing can be realized 
15 by utilizing a client and a printing device in which the 
respective techniques of the IPP and the TLS are ap- 
plied and implemented. 

[0013] A general conventional example of the se- 
cured printing will be hereinafter described. 
[0014] A user executes remote printing according to 
the IPP from his/her own personal computer (PC) or the 
like in advance. This can be performed according to the 
"Print-Job" operation and the like specified in the IPP. 
[001 5] A printing device is provided with an IP P server 
function and can accept the "Print-Job" operation. Then, 
after accepting the "Print-Job" operation, the printing de- 
vice generates a print job. 

[0016] With the IPP, a job URI is issued for each op- 
eration request in order to specify the generated print 
job and informs the user of the job URI as an IPP re- 
sponse. The printing device returns this job URI to the 
user who issued the operation. The user can designate 
the job URI in order to execute an operation (acquisition, 
cancellation, or the like of a job status) with respect to 
the job later. 

[0017] In the case of the remote secured printing, 
printing is not processed immediately after a print oper- 
ation is issued. A job is held in a state in which it is ac- 
cumulated in a data spool area of the printing device. 
This is for preventing a print from being outputted before 
the user reaches the place where the printing device is 
located. 

[0018] In addition, the IPP specifies predetermined at- 
tributes for realizing such processing. Moreover, since 
print data and IPP operations flowing on the network all 
go through a secured logical channel according to the 
TLS, there is no fear of leakage or the like of user infor- 
mation and print data. 

[0019] Now, the print job held in the printing device is 
released as described below. That is, the user who is- 
sued the job URI goes to the front of the printing device 
and inputs a password on an operation panel of the 
printing device. The password is usually registered in 
the printing device as information peculiar to the user. 
[0020] Upon succeeding in user authentication with 
the password, the user acquires his/her own job list from 
the operation panel. The "Get-Jobs" operation of the IPP 
is performed for the acquisition of the job list. Then, the 
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user designates the job URI in the hold state, which was 
generated earlier, and designates release (resumption) 
of the job. 

[0021] For this processing, the "Release-Job" opera- 
tion of the IPP is performed. The user can complete the 
print processing by performing a series of operations in- 
cluding the authentication, the job list acquisition, and 
the release of the job on the operation panel of the print- 
ing device. 

[0022] Now, as described in the above-mentioned 
conventional example, in order to perform the secured 
printing, the user has to process, on the operation panel 
of the printing device, the three steps consisting of the 
user authentication, the acquisition of the job list issued 
by himself/herself, and the release (resumption) of the 
job on hold through designation of the job URI. 
[0023] That is, as the operations of the IPP, after the 
authentication, the user issues the"Get-Jobs (job list ac- 
quisition)" operation in order to acquire his/her own job 
URI list, and designates the "Release-Job (resumption 
of suspended job)" operation with respect to the prede- 
termined job URI on hold. 

[0024] In this way, the user has to execute each of the 
above-mentioned three steps in order to realize the se- 
cured printing, and complexity in the operations cannot 
be avoided. 

[0025] Moreover, usually, the operation panel of the 
printing device is only provided with an extremely small 
or minimum necessary operation area for the purpose 
of reducing cost. 

[0026] Therefore, there is a problem in that, if the user 
has to process many operations on the operation panel 
on the printing device, the user's feeling of use of the 
printing device is extremely deteriorated. 

SUMMARY OF THE INVENTION 

[0027] It is an aspect of the present invention to pro- 
vide a printing system in which the above-mentioned 
problems are solved. 

[0028] In addition, it is another aspect of the present 
invention to provide an information processing appara- 
tus which can simplify operations on a printing device 
side by writing job designation information in a detach- 
able storage medium. 

[0029] Further, it is yet another aspect of the present 
invention to provide a printing device which performs us- 
er authentication using a detachable storage medium 
and controls permission to use the printing device. 
[0030] The above-mentioned aspects and other as- 
pects of the present invention will be apparent from the 
following detailed description based upon drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0031] 

Fig. 1 is a block diagram showing an example of a 



structure of a secured printing system according to 
the embodiment of the present invention, to which 
an information processing apparatus, an authenti- 
cation server, and a printing device are applicable; 
5 Fig. 2 is a diagram illustrating a series of sequence 
of processing from a "Print- Job" operation after user 
authentication to writing of a job URI in an IC card; 
Fig. 3 is a diagram illustrating a series of sequence 
of processing until printing is resumed after a user 
10 finishes authentication in a printing device; 

Fig. 4 is a flow chart showing an example of a series 
of processing procedures relating to print process- 
ing of a printing system to which an information 
processing apparatus and a printing device accord- 
's jng to the present invention are applicable; 

Fig. 5 is a schematic diagram illustrating a memory 
map of a storage medium storing various data 
processing programs which can be read by a print- 
ing system to which the information processing ap- 
paratus and the printing device according to the 
present invention are applicable; and 
Fig. 6 is a flow chart showing an example of a series 
of processing procedures relating to a plurality of 
print processing of the printing system to which the 
information processing apparatus and the printing 
device according to the present invention are appli- 
cable. 



[0032] The embodiments of a secured printing system 
according to the present invention will be described with 
reference to the accompanying drawings. 
[0033] Fig. 1 is a block diagram showing an example 
of a structure of a secured printing system according to 
the embodiment of the present invention, to which an 
information processing apparatus, an authentication 
server, and a printing device are applicable. 
[0034] In Fig. 1 , reference numeral 1 -1 denotes an op- 
eration terminal on a user side with which a user using 
this system performs print processing. More specifically, 
a personal computer, a workstation, or the like corre- 
sponds to the operation terminal on the user side (here- 
inafter referred to as user PC). 
[0035] Reference numeral 1 -2 denotes a printing de- 
vice which accepts a print request from a user and ac- 
tually executes print processing. A so-called network 
printer, a digital multifunction device which combines a 
scanner and a printerto realize a copierfunction through 
digital image processing, or the like corresponds to the 
printing device. 

[0036] A storage device (spooling area) 1 -3 for receiv- 
ing data for printing from the user PC 1 -1 and temporar- 
ily holding and storing the data, is attached to the print- 
ing device 1 -2. The printing device 1 -2 and the storage 
device 1 -3 are connected by a dedicated cable or an 
internal bus. 
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[0037] Moreover, the printing device 1-2 is logically 
connected to a network 1-13 such as the Internet or an 
Intranet. A network controller (not shown) for accepting 
print processing through the network 1-13 and an oper- 
ation panel (not shown) for controlling the printing de- 
vice when a user directly uses the printing device, are 
attached to the printing device 1-2. 
[0038] Reference numeral 1-4 denotes an authenti- 
cation server, which is a known authentication server for 
holding and managing authentication information of a 
user and key information necessary for encryption com- 
munication and uniquely authenticating the user who 
has been registered in advance. The authentication 
server 1-4 may also have a function as a domain con- 
troller. In this case, the authentication server 1-4 plays 
a central role of constituting a logical group (domain) of 
users on the network 1-13, controls a right of the regis- 
tered users to access resources in the domain, or man- 
aging security information of each user to provide a se- 
cure communication environment in the domain. 
[0039] Moreover, the authentication server 1-4 may 
be constituted as a directory server and also have a 
function of holding and managing access right informa- 
tion of a user to network resources or the like such as 
authentication information of the user and controlling the 
information. 

[0040] Note that, in the case in which the printing de- 
vice 1-2 directly holds and manages information relating 
to user authentication, the authentication server 1-4 is 
unnecessary, and the secured printing system accord- 
ing to the present embodiment may be constituted only 
by the user PC 1-1 and the printing device 1-2. 
[0041] In addition, the user PC 1 -1 , the printing device 
1 -2, and the authentication server 1 -4 are logically con- 
nected by the network 1-13 and are constituted such 
that information can be sent and received remotely 
among them. 

[0042] Note that a physical structure of the network 
1 -1 3 may be a wired structure or a wireless structure. In 
addition, it is needless to mention that a plurality of 
known protocols are used as a communication protocol 
of the network 1-13. 

[0043] Reference numeral 1-5 denotes an IC card 
(smart card) which holds authentication information pe- 
culiar to a user and is used for user authentication when 
the user uses a printing device. Usually, information is 
held in or read out from the IC card 1 -5 by a dedicated 
IC card reader/writer. In addition, authentication infor- 
mation, key information, and the like peculiar to a user 
are held in the IC card 1-5. Thus, an advanced encryp- 
tion processing apparatus for preventing forgery of a 
card, illegal reading of data, falsification of data, and the 
like is incorporated in the IC card 1-5. 
[0044] The user carries the IC card 1 -5 with himself/ 
herself and, in using the user PC 1 -1 or the printing de- 
vice 1 -2, the user performs user authentication using the 
IC card 1 -5. If the authentication is successful, the user 
can use the user PC 1 -1 or the printing device 1 -2. That 



is, the authentication information peculiar to the user 
(digital certificate or encryption key) is stored in the IC 
card 1-5, and authentication information (encryption 
key) corresponding to the authentication information 
5 (encryption key) peculiar to the user is held in the au- 
thentication server 1 -4. 

[0045] When the user presents the IC card 1 -5 to an 
apparatus for reading information in the IC card 1 -5 (IC 
card reader/writer described later) or inserts the IC card 

10 1 -5 in the apparatus, the apparatus and the authentica- 
tion server 1 -4 communicate with each other through the 
network 1-13. Then, the authentication information in 
the IC card 1-5 and the authentication information held 
in the authentication server 1 -4 are calculated according 

15 to a predetermined encryption algorithm and, when both 
pieces of authentication information coincide with each 
other, the user is regarded as having succeeded in the 
authentication. 

[0046] In a process of this authentication processing, 
20 the user also needs to input a pass phrase which only 
the user knows. In using the user PC 1 -1 or the printing 
device 1-2, the user cannot use the device unless the 
user succeeds in authentication through the above- 
mentioned process of authentication processing in any 
25 case. 

[0047] Next, internal structures of the user PC 1 -1 and 
the printing device 1 -2 will be described. 
[0048] First, a characteristic internal structure of the 
user PC 1-1 will be described. 

30 [0049] Reference numeral 1-6 denotes an IC card 
reader/writer, which has functions of accessing the IC 
card 1-5 carried by a user and reading information held 
in the IC card 1 -5 or writing information in the IC card 1 -5. 
[0050] Reference numeral 1-7 denotes an IC card 

35 reader/writer driver on a client side (hereinafter referred 
to as I C card driver) for controlling the IC card reader/ 
writer 1-6. The IC card driver 1-7 controls the IC card 
reader/writer 1-6, accesses the IC card 1-5 carried by 
the user, accesses the authentication server 1 -4 based 

40 upon the information held in the IC card 1 -5 to perform 
user authentication, and writes information specifying 
and designating a peculiar job issued by the user (job 
URI) in a storage area of the IC card 1 -5 as described 
later. 

45 [0051] In addition, reference numeral 1-8 denotes an 
IPP client component (hereinafter referred to as IPP cli- 
ent) for providing a remote print function according to 
the Internet Printing Protocol (IPP) in the user PC 1-1 . 
[0052] The IC card reader/writer 1 -6, the IC card read- 

50 er/writer driver 1-7, and the IPP client component 1-8 
are connected with each other in terms of hardware or 
software inside of the user PC 1 -1 and provide prede- 
termined functions to the user by performing logical data 
processing. 

55 [0053] That is, in the case in which the user wishes to 
execute printing through a network, the IPP client com- 
ponent 1-8 provides the user with a print operation ac- 
cording to the IPP. More specifically, the IPP client com- 
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ponent 1 -8 performs processing for issuing a "Print-Job" 
operation request to an IPP device on the network 1-13 
and receiving a response to the operation request. The 
"Print-Job" operation of the IPP is an operation for gen- 
- ating a print job for a remote IPP device. The IPP client 
coiripjuiett^4-&j£C£iyj5^^ information 
uniquelyJdejnJ^ying^i print job generated in the IPP de- 
vice, that is, a jobTjniform Resource Identifier (URI; 
[RFC2396]) as a response. With the IPP, when the 
"print-Job" operation is issued, the issued print job can 
be brought into a suspended (hold) state. 
[0054] In addition, the user is also capable of issuing 
a plurality of "Print-Job" operations. Job identification in- 
formation (URI) is issued from the IPP device for each 
of the plurality of "Print-Job" operations and returned to 
the IPP client. All of the issued print jobs are held in the 
IPP server in the same manner as in the case in which 
a single print job is issued. 

[0055] The IPP client component 1 -8 of the secured 
printing system according to the present embodiment is 
constituted such that a print job is automatically issued 
in the hold state even if the user does not expressly des- 
ignates this. According to this function, a print is pre- 
vented from being outputted before the user goes to the 
printing device 1-2 to pick the print up, and information 
of the print is prevented from being leaked. 
[0056] In addition, other than the above, the IPP op- 
eration includes functions of a "Get- Printer- Attributes" 
operation for acquiring a state of the remote IPP device, 
a "Print-URI" operation for designating content informa- 
tion to be printed and performing printing with reference 
to this designated information from the Internet, and the 
like. The user can execute these operations appropri- 
ately as required. 

[0057] Moreover, the IC card reader/writer driver 1 -7 
on the client side controls the IC card reader/writer 1 -6 
physically connected to the user PC 1 -1 to perform op- 
eration of information. Then, in the case in which the 
user authenticated by the authentication server 1-4 ex- 
ecutes the "Print-Job" with the IPP client component 
1 -8, the IC card reader/writer driver 1 -7 receives job URI 
information acquired from the IPP device from the IPP 
client component 1 -8 as a response to the execution and 
further writes the job URI information in the IC card 1 -5. 
[0058] In the case in which a plurality of "Print-Jobs" 
are executed, there are a plurality of pieces of job URI 
information issued from the IPP server and acquired. 
The plurality of pieces of job URI information issued by 
the same user are written in the IC card 1-5 of the user. 
[0059] Job-URI information written in the IC card 1-5 
is usually deleted after a print job for the Job-URI is fin- 
ished. However, it is also possible for the user to perform 
setting such that Job-URI information for a print job for 
use in reprinting is not deleted after printing is finished. 
In this case, if a plurality of Job-URIs are stored in an IC 
card, it is possible to perform setting such that Job-URI 
information for the respective Job-URI is deleted after 
printing is finished or to perform setting such that the 



Job-URI information is not deleted. Consequently, con- 
venience for the user at the time of secured printing is 
further improved. 

[0060] Note that as a predetermined storage area of 
5 the IC card 1-5 in which job URI information is written, 
a capacity for allowing a userto write a plurality of pieces 
of job URI information is secured in advance. Since cost 
of a card changes depending upon a capacity of the stor- 
age area of the IC card 1 -5, usually, several options are 
10 prepared for the IC card 1 -5 according to a storage ca- 
pacity, and a user can select the IC card 1 -5 with a de- 
sired capacity, 

[0061] Note that in thej^r-ECLliL^CP^ ROM, 
(a RAlW, a harda^skra network interface, andtheTfke are 
is provid ed , ■ tfio u g f^fto^UkJsirat^ 

[0062] In addition, the IC card driver 1-7 and the IPP 
client 1 -8 may be realized in terms of software or hard- 
ware by executing a program stored in the hard disk or 
the like with the CPU of the user PC 1 -1 . 
20 [0063] Next, a characteristic internal structure on the 
printing device 1 -2 side will be described. 
[0064] Reference numeral 1 -9 is an IC card reader/ 
writer attached to the printing device 1-2. The IC card 
reader/writer 1-9 basically has functions equivalent to 
those of the IC card reader/writer 1 -6 attached to the 
user PC 1-1 , that is, functions of accessing the IC card 
1 -5 carried by a user, reading information held in the IC 
card 1-5, and writing information in the IC card 1-5. 
[0065] In addition, the IC card reader/writer 1 -9 is con- 
trolled by an IC card driver 1 -1 0 on the server side. The 
IC card driver 1 -1 0 controls the IC card reader/writer 1 -9 
to read authentication information peculiar to a user 
from the IC card 1-5 of the user and accesses the au- 
thentication server 1-4 to perform user authentication. 
These are equivalent to the functions of the IC card driv- 
er 1-7 provided in the user PC 1-1. 
[0066] However, the IC card driver 1 -1 0 is further pro- 
vided with functions of, in the case in which a job URI is 
held in the IC card 1-5 of the user, reading out the job 
URI and designating the job URI to execute the "Re- 
lease-Job" operation of the IPP. Note that details of the 
processing sequence will be described later. 
[0067] Reference numeral 1-11 denotes an IPP serv- 
er component (hereinafter referred to as IPP server), 
which provides a function for the printing device 1-2 to 
accept and process an IPP operation as the IPP device. 
This IPP server 1-11 accepts a "Print-Job" operation is- 
sued by a user and generates a job and, at the same 
time, temporarily holds this job in the storage device 1 -3, 
generates a job URI for the job, and returns the job URI 
to the user PC side. 

[0068] Reference numeral 1 -1 2 denotes a printer en- 
gine, which provides a print function itself in the printing 
device 1-2. 

[0069] Note that in the printing device 1-2, a CPU, a 
ROM, a RAM, a hard disk, a network interface, and the 
like are provided, though not illustrated in the figure. 
[0070] In addition, the IC card driver 1 -1 0 and the IPP 
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server 1 -1 1 may be realized in terms of software or hard- 
ware by executing a program stored in the ROM, the 
hard disk, or the like with the CPU of the user printing 
device 1 -2. 

[0071] In this way, the present embodiment relates to 
a printing device such as a digital multifunction device 
or a printer having a user authentication function using 
the IC card 1-5, and more specifically to a mechanism 
for realizing secured printing in these devices. In addi- 
tion, the present embodiment also relates to a printing 
device adapted to the Internet Printing Protocol (IPP), 
which is an I ETF standard, for device control for printing, 
print job control, or event notification. 
[0072] A sequent of a series of processing from the 
"Print-Job" operation after user authentication to writing 
in an IC card of a job URI will be hereinafter described 
with reference to Fig. 2. 

[0073] Fig. 2 is a diagram illustrating a series of se- 
quence of processing from the "Print-Job" operation af- 
ter user authentication to writing in an IC card of a job 
URI. In Fig. 2, components identical with those in Fig. 1 
are denoted by the same reference numerals. Note that 
a series of sequence of processing from S2-1 to S2-5 is 
processing executed by respective units in the figure. 
[0074] First, a user issues a print operation, that is, 
"Print-Job" (S2-1). This processing is executed with re- 
spect to the IPP server 1-11 from the IPP client 1-8. As 
a result, the IPP server 1-11 returns "Job-URI" to the 
IPP client 1-8 (S2-2). 

[0075] Then, the IPP client 1-8 communicates the re- 
sult (Job-URI) to the IC card driver 1-7 (S2-3). 
[0076] Moreover, the IC card driver 1 -7 issues an in- 
struction to write acquired job URI information in the IC 
card 1-5 (Write "Job-URI") to the IC card reader/writer 
1-6 (S2-4). 

[0077] In response to this, the IC card reader/writer 
1-6 executes writing of the job URI in a predetermined 
storage area of the IC card 1-5 (S2-5). 
[0078] As described above, a print request ("Print- 
Job") according to the IPP executed by the user is adapt- 
ed such that print output is not immediately performed 
when a job is generated and print data is accepted on 
the IPP device side. This is for preventing secrecy of 
print contents from being leaked to an unintended third 
party because a print is outputted before a user receiv- 
ing the print reaches the remote IPP device. 
[0079] In orderto realize such a function, in executing 
the IPP print operation ("Print-Job", etc.), the IPP client 
1-8 of the user PC 1-1 designates a "job-hold-until" at- 
tribute of the IPP. 

[0080] The "job-hold-until" attribute provides a func- 
tion of first bringing a generated print job into a hold state 
and releasing the job in the hold state according to a 
value designated in the attribute. 
[0081] Presently, the following values are specified as 
values which the "job-hold-until" attribute can take; "no- 
hold," "indefinite," "day-time," "evening," "night," "week- 
end," "second-shift," and "third -shift." Note that, since 



details are described in the IPP standard specifications, 
descriptions on these values will be omitted here. 
[0082] Note that, according to the IPP standard spec- 
ifications, a user may designate any of the above-men- 

5 tioned values as the "job-hold-until" attribute in execut- 
ing a print operation. However, the secured printing sys- 
tem according to the present embodiment is constituted 
such that only a value designated by an administrator 
in advance becomes valid. 

w [0083] This setting is designated by the administrator 
in the IPP client 1-8. 

[0084] Basically, setting is performed such that a job 
maintains a hold state until a "Release-Job" IPP opera- 
tion described later is designated ("job-hold-until" = "in- 
15 definite"). 

[0085] It is assumed here that the IC card 1 -5 is pro- 
vided with a storage capacity necessary and sufficient 
for holding a plurality of pieces of job URI information of 
a user. 

20 [0086] Now, the print job issued as described above 
is sent to the printing device 1-2 through the network 
1-13, and the print data is further held in the data storage 
device 1-3 attached to the printing device 1-2. 
[0087] As described above, since the job is held in the 

25 hold state, it is never printed and outputted immediately. 
Note that, as described above, the encryption commu- 
nication according to the TLS is applied to the network 
1 -1 3 connecting the user PC 1 -1 and the printing device 
1-2, and secrecy of print data or the like is maintained. 

30 [0088] A series of sequence until a user resumes 
printing after finishing authentication in the printing de- 
vice 1 -2 will be hereinafter described with reference to 
Fig. 3. 

[0089] Fig. 3 is a diagram illustrating a series of se- 
as quence until a user resumes printing after finishing au- 
thentication in the printing device 1 -2. In Fig. 3, compo- 
nents identical with those in Fig. 1 are denoted by the 
identical reference numerals. Note that a series of se- 
quence from S3-1 to S3-4 is processing executed by re- 
40 spective units in the figure. 

[0090] Here, the user inserts the IC card 1 -5 which the 
user himself/herself possesses in the IC card reader/ 
writer 1-9 of the printing device 1-2 and performs nec- 
essary authentication procedures such as inputting a 
45 pass phrase. Since the procedures for user authentica- 
tion are as described above, detailed descriptions there- 
of will be omitted. An operation sequence after the user 
authentication is successful will be described with refer- 
ence to Fig. 3. 

so [0091] First, in the case in which job URI information 
(Job-URI) concerning the job issued by the user is held 
in the IC card 1-5, the IC card reader/writer 1-9 reads 
this job URI information (S3-1). This processing is actu- 
ally performed by the IC card driver 1-10 executing a 

55 read operation (Read "Job-URI") with respect to the IC 
card reader writer 1 -9 (S3-2). 

[0092] That is, when the user inserts the IC card 1 -5 
in the IC card reader/writer 1 -9 of the printing device 1 -2, 
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the IC card reader/writer 1 -9 generates an interrupt sig- 
nal informing the IC card driver 1-10 that the IC card 1 -5 
has been inserted. Then, in response to this interrupt 
signal, the IC card driver 1-10 executes user authenti- 
cation processing. When the user authentication is suc- 
cessful, thereafter, the IC card driver 1-10 starts 
processing for continuously reading the job URI infor- 
mation stored in the IC card 1-5. 
[0093] In this way, in the case in which job URI infor- 
mation (Job-URI) is stored in the IC card 1-5, job URI 
data (Job-URI) can be acquired through S3-1 and S3-2. 
On the other hand, in the case in which job URI infor- 
mation is not stored in the IC card 1-5, the sequence 
fails and the subsequent processing is not executed. 
[0094] In the case in which the IC card driver 1 -1 0 ac- 
quires job URI information of the user in this way, the IC 
card driver 1 -1 0 continuously designates this job URI to 
automatically issue a "Release-Job" operation of the 
IPP to the IPP server 1-11 (S3-3). In many cases, the 
"Release-Job" operation is implemented as an IPP. cli- 
ent component. However, in the secured printing system 
accordi ng to the present embodiment, the function of the 
IC card driver 1-10 is adapted such that this "Release- 
Job" operation can be issued. 

[0095] Then, the IPP server 1-11 accepts the "Re- 
lease-Job" operation, retrieves the designated job URI, 
and releases the job in the hold state. 
[0096] " Print Start" is issued to the printer engine 1-12 
from the IPP server 1-11 (S3-4), the released job is im- 
mediately processed as an active print job, and print out- 
put is performed. 

[0097] Note that, in the case in which the printing de- 
vice 1 -2 accepts print jobs from a plurality of users, since 
job URIs different for each user are allocated to the IPP 
server 1-11, job URIs never overlap among the users. 
[0098] In addition, a user holds job URI information 
necessary for a print job of the user in the IC card 1 -5, 
it is unnecessary to retrieve a job of the user on the op- 
eration panel of the printing device 1-2 again. This 
means that processing in which a user issues a "Get- 
Jobs" operation of the IPP from an operation panel of a 
printing device in the past is unnecessary any more. 
Then, since the IC card driver 1 -1 0 automatically issues 
"Release- Job" with success of user authentication as a 
trigger, the user does not need to expressly designate 
this operation. That is, the user can automatically 
resume a print job of the user and perform print output 
simply by inserting the IC card 1-5 possessed by him- 
self/herself in the printing device 1 -2 and inputting nec- 
essary authentication information (pass phrase). 
[0099] Moreover, in the case in which the print job 
ends normally, the job URI information held in the IC 
card 1-5 and the print job and the print data held in the 
IPP printing device 1-2 are completely deleted. This is 
for preventing an unauthorized user illegally accessing 
the IC card 1 -5 or the printing device 1-2 to steal print 
information. 

[0100] In this way, in the secured printing system ac- 



cording to the present embodiment, a job URI of a user 
is held in an IC card, and the user does not have to ex- 
pressly designate a job URI. That is, since a printing de- 
vice can see in advance which job should be printed, it 
5 becomes unnecessary for the user to execute "Get- 
Jobs" again to acquire the job URI of the user held in 
the IC card as in the past. 

[0101] Moreover, if the job URI is held in the IC card 
at the time of user authentication in the printing device, 
10 since it is evident that the user resumes executing the 
print job, it is possible to constitute an IC card driver so 
as to automatically issue "Release-Job" when the user 
has succeeded in the authentication. Therefore, it be- 
comes also unnecessary for the user to expressly issue 
15 the "Release-Job" operation. 

[0102] From the above, the printing device according 
to the present embodiment can automate the two IPP 
operations of "Get-Jobs" and "Release-Job" completely, 
and it becomes possible to give the user a feeling as if 
20 printing is resumed only through the authentication step. 
[0103] Moreover, according to the secured printing 
system according to the present embodiment, it be- 
comes possible for a user to perform remote printing 
through a secure network in printing a confidential doc- 
25 ument. Then, since the confidential document is not out- 
putted until the user directly goes to a printing device, 
confidentiality of the document is kept completely. 
[0104] In addition, in the case in which the user wishes 
to resume a print job on hold with a printing device to 
30 which the print job has been sent, the user only has to 
set an IC card that holds user authentication information 
owned by himself/herself in the printing device accord- 
ing to the present embodiment and to execute neces- 
sary user authentication procedures. That is, it becomes 
35 unnecessary for the user to perform the operation of ac- 
quiring a job URI of himself/herself from a panel of the 
printing device ("Get-Jobs") and designating resump- 
tion of the job on hold ("Release-Job") after the authen- 
tication procedures in the printing device. Consequently, 
40 user operability of the printing device can be remarkably 
improved in performing secured printing. 
[0105] Moreover, since user authentication using an 
IC card is performed in both a user PC and a printing 
device, injustice such as pretending of an operator or 
45 illegal use of the printing system by a user who picked 
up an IC card or the like can be prevented. 
[0106] A series of processing procedures relating to 
print processing of the printing system having the infor- 
mation processing apparatus and the printing device in 
so the present embodiment will be hereinafter described 
with reference to a flow chart of Fig. 4. 
[0107] Fig. 4 is a flow chart showing an example of 
the series of processing procedures relating to the print 
processing of this printing system. Note that S401 to 
55 S403 and S41 1 to S41 7 indicate respective steps. 
[0108] The user inserts the IC card 1 -5 in the IC card 
reader/writer 1-6, causes the IC card reader/writer 1-6 
to read authentication information in the IC card 1-5, in- 
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(puts a pass jahraser-an d~perf b7ms~ a u t h ent i catio n 
processing with the authentication server 1 -4 according 
to the authentication information and the pass phrase 
(S401 ) and, if the authentication fails, ends the process- 
indirectly. ^^^^ 5 

[01 09] On the other hand, in the case iTTwhich the user 
succeeds in authentication by the authentication server 
1-4, a print operation, that is, a "Print-Job" operation is 
issued from the IPP client 1-8 to the IPP server 1-11 in 
a suspended state according to an instruction of the user 10 
from an operation unit (not shown) of the user PC 1-1 
(5402). That is, the print operation is issued with "indef- 
inite" designated as a value of the "job-holdruntil" at- 
tribute. However, since this designation is automatically 
performed according to setting of an administrator or the is 
like, the user does not need to be conscious of the des- 
ignation. 

[0110] When this "Print-Job (suspended state)" oper- 
ation is received on the print server 1-2 side, the IPP 
server 1-11 generates a print job based upon the "Print- 20 
Job" operation and, at the same time, puts the print job 
on hold to store and hold it in the storage device 1 -3 
(S411). Then, the IPP server 1-11 returns "Job-URI" of 
the print job to the I PP client 1 -8 (S41 2). 
[0111] Then, the IPP client 1-8 communicates the re- 25 
suit (Job-URI) to the IC card driver 1-7, and the IC card 
driver 1-7 writes acquired job URl information in the IC 
card 1-5 with the IC card reader/writer 1 -6 (S403) and 
ends the processing. 

[01 1 2] It is assumed here that the print job specified 30 
by "Job-URI" may be held on a server on the network 
(not shown) other than the storage device 1-3. In this 
case, "Job-URI" becomes information specifying the 
server on the network and a position of the print job in 
the server. 35 
[0113] Next, the user inserts the IC card 1-5 having 
stored therein authentication information of the user and 
job URl information in the card reader/writer 1-6 of the 
printing device 1 -2, causes the card reader/writer 1 -6 to 
read the authentication information in the IC card 1-5, 40 
inputs a pass phrase, and performs authentication 
processing by the authentication server 1-4 according 
to the authentication information and the pass phrase 
(S41 3) and, if the authentication fails, ends the process- 
ing directly. 45 
[0114] On the other hand, if the user has succeeded 
in the authentication by the authentication server 1 -4 in 
step S413, next, the user judges whether or not job URl 
information (Job-URI) concerning a job issued by the us- 
er is held in the IC card 1-5 (S414) and, if the job URl 50 
information is not held, ends the processing directly. 
[0115] In contrast, if the job URl information (Job-URI) 
concerning the job issued by the user is held in the IC 
card 1-5, the IC card driver 1-10 causes the IC card 
reader/writer 1-9 to read the job URl information (S415). 55 
[0116] Next, the IC card driver 1-10 designates this 
job URl and automatically issues a "Release-Job" oper- 
ation of the IPP to the IPP server 1-11 (S416). 



[0117] Then, the IPP server 1-11 accepts the "Re- 
lease-Job" operation, retrieves a designated job URl, 
releases a job in the hold state, and issues "Print Start" 
to the printer engine 1-12 from the IPP server 1-11. 
Then, print output is started by the printer engine 1-12 
(S417). 

[0118] In this way, when job URl information of an IPP 
job issued by a user is held in an IC card (smart card) 
possessed by the user, the IC card (smart card) is in- 
serted in a printing device and, when user authentication 
is successful, if a job URl is held in the IC card, the IC 
card designates the job URl and automatically issues 
"Release- Job". 

[0119] In addition, a job is issued (in conformity with 
a "job-hold-until" attribute) according to the Internet 
printing Protocol (IPP), the job URl is held in a smart 
card in a device (user PC, etc.) which has issued the^ 
job. When the smart card is inserted in a printer and user 
authentication is successful, the IC card designates a 
job URl held in advance and automatically issues "Re- 
lease-Job" to execute printing. ^ 
[0120] Consequently, a job URl list is not displayed 
on an operation panel and, when the user succeeds in 
authentication, "Release- Job" of the IPP operation is im- 
mediately issued. 

[0121] Note that, although the case in which "indefi- 
nite" is designated as a value of the "job-hold-until" at- 
tribute is described above, the value may be other val- 
ues such as "day-time," "evening," "night," and "week- 
end". 

[0122] Then, it is structured such that a job suspended; 
and held in the printing device 1 -2 is valid until a deadline 
designated in the above-mentioned "job-hold-until" at- 
tribute value and, when the deadline has passed, the 
job is automatically deleted by the IPP server 1-11. 
[0123] In addition, the deadline designated in the "job- 
hold-until" attribute value can be set and changed on 
the user PC by an administrator or the like. 
[0124] Note that the present invention is applicable 
whether a printer engine is a laser beam system, an 
electrophotographic system (e.g., LED system) other 
than the laser beam system, a liquid crystal shutter sys- 
tem, an ink-jet system, a thermal transfer system, a sub- 
limation system, or other print system. 
[0125] From the above, with the printing system in 
which the user PC 1 -1 which issues a print job, the print- 
ing device 1 -2 which receives the print job and executes 
print processing, and the authentication server 1-4 
which manages information for uniquely authenticating 
a user and performs processing required in authentica- 
tion processing are connected via the network 1-13, au- 
thentication information peculiar to the user is held, and 
an IC card to be used when the user uses the user PC 
1 -1 and the printing device 1 -2 is provided; the user PC 
1 - 1 designates a job suspension attribute for a print job 
and issues the print job to the printing device 1-2, and 
acquires peculiar job designation information (Job-URI) 
which is returned as a result of print job issue and ac- 
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ceptance processing of the printing device 1-2 and 
writes the job designation information in the IC card 1 -5 
which is used when the user uses the printing device. If 
the user succeeds in user authentication and peculiar 
job designation information is held in the IC card 1-5, 
the printing device 1 -2 automatically designates the pe- 
culiar job designation information to issue a job release 
request in the print job issue and acceptance process- 
ing. Consequently, user operations at the time of exe- 
cution of remote printing can be reduced, and usability 
in the printing device can be improved. 
[01 26] Next, a series of processing procedures in the 
case in which a user issues a plurality of print jobs will 
be hereinafter described with reference to a flow chart 
of Fig. 6. 

[01 27] Fig. 6 is a flow chart showing an example of a 
series of processing procedures relating to a plurality of 
print processing of this printing system. Note that S601 
to S604 and S611 to S620 indicate respective steps. 
[0128] The user inserts the IC card 1 -5 in the IC card 
reader/writer 1-6, causes the IC card reader/writer 1-6 
to read authentication information in the IC card 1-5, in- 
puts a pass phrase, and performs authentication 
processing with the authentication server 1 -4 according 
to the authentication information and the pass phrase 

(5601 ) and, if the authentication fails, ends the process- 
ing directly. 

[01 29] On the other hand, in the case in which the user 
succeeds in authentication by the authentication server 
1-4, a print operation, that is, a "Print-Job" operation is 
issued from the IPP client 1-8 to the IPP server 1-11 in 
a suspended state according to an instruction of the user 
from a operation unit (not shown) of the user PC 1-1 

(5602) . That is, the print operation is issued with "indef- 
inite" designated as a value of the "job-hold-until" at- 
tribute. However, since this designation is automatically 
performed according to setting of an administrator or the 
like, the user does not need to be conscious of the des- 
ignation. 

[0130] When this "Print-Job (suspended state)" oper- 
ation is received on the print server 1-2 side, the IPP 
server 1-11 generates a print job based upon the "Print- 
Job" operation and, at the same time, puts the print job 
on hold to store and hold it in the storage device 1-3 
(S611). Then, the IPP server 1-11 returns "Job-URI" of 
the print job to the I PP client 1 -8 (S61 2). 
[0131] Then, the IPP client 1-8 communicates the re- 
sult (Job-URI) to the IC card driver 1-7, and the IC card 
driver 1-7 writes acquired job URI information in the IC 
card 1-5 with the IC card reader/writer 1 -6 (S603). 
[01 32] It is possible for the user to designate printing 
of a plurality of documents and obtain prints later all to- 
gether. After the user issues a print job and job URI in- 
formation is written in the CI card 1 -5 (S603), it is judged 
whether the user continuously instructs printing (3604). 
In the present embodiment, the judgment on whether or 
not the user continuously instructs printing (S604) is per- 
formed according to judgment on whether or not the us- 



er has pulled out the IC card 1 -5 from the IC card reader/ 
writer 1-6. When the IC card 1-5 is pulled out from the 
IC card reader/writer 1-6, since a valid session of user 
authentication ends, print instruction after that cannot 

5 be performed. Therefore, the printing system in the 
present embodiment is capable of judging whether or 
not printing is continuously instructed according to this 
operation. When the IC card 1-5 is pulled out from the 
IC card reader/writer 1 -6, the printing system judges that 

10 printing is not continuously instructed and ends the 
processing. 

[0133] On the other hand, while the user keeps the IC 
card 1-5 inserted in the IC card reader/writer 1-6, since 
use by the qualified user is continuing, it is likely that the 

'5 user executes the print processing again at arbitrary tim- 
ing. The printing system according to the present em- 
bodiment checks out the two conditions that, when the 
user issues a print job again, the IC card 1 -5 is inserted 
in the IC card reader/writer 1 -6, and shifts to step S602 

20 again. 

[01 34] Note that, as the judgment step on whether or 
not printing is continuously instructed (S604), a system 
of displaying a dialog on the display of the user PC 1-1 
and causing the userto make judgment is possible other 
25 than the above-mentioned embodiment. 

[0135] Next, a processing flow on the printing device 
side will be hereinafter described with reference to Fig. 
6. 

[0136] When this "Print-Job (suspended state)" oper- 
30 ation is issued on the user PC side and is received on 
the print server 1 -2 side, the I PP server 1-11 generates 
a print job based upon the "Print-Job" operation and, at 
the same time, puts the print job on hold to store and 
hold it in the storage device 1-3 (S611). Then, the IPP 
35 server 1 -11 returns "Job-URI" of the print job to the IPP 
client 1-8 (S612). A state of transmission of the "Print- 
Job" operation and the "Job-URI" information is as 
shown by broken lines in Fig. 6. 
[01 37] The IPP client 1 -8 existing on the user PC side 
40 communicates the result (Job-URI) to the IC card driver 
1-7, and the IC card driver 1-7 writes obtained job URI 
information in the IC card 1 -5 with the IC card reader/ 
writer 1-6 (S603) to end the processing. 
[0138] Next, the user inserts the IC card 1-5 having 
45 stored therein authentication information of the user and 
job URI information in the card reader/writer 1-6 of the 
printing device 1 -2, causes the card reader/writer 1 -6 to 
read the authentication information in the IC card 1-5, 
inputs a pass phrase, and performs authentication 
so processing by the authentication server 1 -4 according 
to the authentication information and the pass phrase 
(S613) and, if the authentication fails, ends the process- 
ing directly. At this point, printing is not executed. 
[01 39] In the printing system according to the present 
55 embodiment, in order to make secrecy of print data firm 
in the printing device 1-2, in the case in which user au- 
thentication in the authentication server 1 -4 has failed 
for a predetermined number of times or more, the print- 
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ing device 1-2 does not accept user authentication 
thereafter and the print data held in the storage area in 
the suspended state is physically deleted automatically. 
Consequently, secrecy for print information of the user 
is protected more firmly. 5 
[0140] On the other hand, if the user has succeeded 
in the authentication by the authentication server 1 -4 in 
step S613, next, the user judges whether or not job URI 
information (Job-URI) concerning ajob issued by the us- 
er is held in the IC card 1 -5 (S614). Here, if the job URI 10 
information is not held, the user ends the processing di- 
rectly. 

[01 41 ] If the job U R I information ( Job-U R I) concern- 
ing the job issued by the user is held in the IC card 1 -5, 
the IC card driver 1-10 causes the IC card reader/writer 15 
1-9 to read the job URI information (S615). 
[0142] Next, the IC card driver 1-10 designates this 
job URI and automatically issues a "Release-Job" oper- 
ation of the IPP to the IPP server 1-11 (S616). 
[0143] Then, the IPP server 1-11 accepts the "Re- 20 
lease- Job" operation, retrieves a designated job URI, 
releases a job on the hold state, and issues "Print Start" 
to the printer engine 1-12 from the IPP server 1-11. 
Then, print output is started by the printer engine 1-12 
(S617). 25 
[0144] In this way, when job URI information of an IPP 
job issued by a user is held in an IC card (smart card) 
possessed by the user, the IC card (smart card) is in- 
serted in a printing device and, when user authentication 
is successful, if a job URI is held in the IC card, the IC 30 
card designates the job URI and automatically issues 
"Release-Job". 

[0145] In addition, a job is issued (in conformity with 
a "job-hold-until" attribute) with the Internet printing Pro- 
tocol (IPP), the job URI is held in a smart card in a device 35 
(user PC, etc.) which has issued the job and, when the 
smart card is inserted in a printer and user authentica- 
tion is successful, the IC card designates a job URI held 
in advance and automatically issues "Release-Job" to 
execute printing. 40 
[0146] Consequently, a job URI list is not displayed 
on an operation panel and, when the user succeeds in 
authentication, "Release-Job" of the IPP operation is im- 
mediately issued. 

[0147] Note that, although the case in which "indefi- 45 
nite" is designated as a value of the "job-hold-until" at- 
tribute is described above, the value may be other val- 
ues such as "day-time," "evening," "night," and "week- 
end." 

[0148] It is structured such that a job suspended and so 
held in the printing device 1-2 is valid until a deadline 
designated in the above-mentioned "job-hold-until" at- 
tribute value and, when the deadline has passed, the 
job is automatically deleted by the IPP server 1 -11 . 
[01 49] In addition, the deadline designated in the "job- 55 
hold-until" attribute value can be set and changed by an 
administrator or the like on the user PC. 
[0150] Now, after the printing is completed, the 



"Job-URI" information in the IC card 1-5 becomes un- 
necessary. The "Job-URI" information is completely de- 
leted in order to prevent a person who is not authorized 
to access print information from accessing the job des- 
ignation information illegally and acquiring the print in- 
formation illegally. Deletion of information is processed 
by the IC card driver 1-10. Usually, since a nonvolatile 
storage device is incorporated as the storage area in the 
IC card 1-5, deletion of information is realized by over- 
writing of NULL data or overwriting of random data 
(S618). 

[0151] Note that, with respect to Job-URI information 
which is set so as not to be deleted after printing, the 
Job-URI information is not deleted but stored and held 
in the IC card as it is. The user can perform reprinting 
easily by performing such setting with respect to a print 
job which is required to be printed again after printing. 
[01 52] A print job held in the printing device 1 -2 or the 
data storage device 1-3 and print data in the print job 
are also physically deleted completely at a stage where 
printing is completed in the same manner as the job des- 
ignation information. The physical deletion means over- 
writing all sectors in which data is held with NULL or ran- 
dom data as opposed logical deletion for deleting only 
sector table information (so-called FAT information) 
holding data. (S619) 

[0153] Note that, since print data corresponding to the 
Job-URI information which is set not to be deleted after 
printing is print data which is required to be printed 
again, the print data is stored and held in the IC card as 
it is. In that case, it is safer if print data is encrypted using 
key information peculiar to the user stored in the IC card 
1 -5 and, then, stored and held in the printing device 1 -2 
or the data storage device 1 -3. 

[0154] Note that each processing of deletion of 
"Job-URI" information in the IC card 1 -5 (S618) and de- 
letion of print job and print data held in the printing de- 
vice (including data storage device) (S61 9) may be held 
in the printing device intentionally with an object of re- 
using (reprinting) a print job because of a product struc- 
ture. In order to realize a reprinting function of a print 
job, it is necessary to authenticate a user's right to re- 
print print data (access control) strictly, and a mecha- 
nism for user authentication for that purpose should be 
provided. 

[01 55] For example, in a central management system 
of user information using a directory server, kerberos 
authentication, NTLM authentication of Microsoft Win- 
dows (registered trademark) or the like is used as well, 
whereby more firm user authentication and access con- 
trol are possible. 

[0156] Now, after printing ends for one print job and 
processing is completed, in the case in which another 
"Job-URI" information is held in the IC card 1-5, print 
processing is continuously performed based upon the 
next "Job-URI" information. This judgment is performed 
by the IC card driver 1-1 0 and the I PP server component 
1-11 (S620). 



10 



19 



EP 1 380 935 A2 



20 



[01 57] The IC card driver 1 -1 0 judges whether or not 
a plurality of pieces of "Job-URI" information are held in 
the IC card 1 -5. Then, if the "Job-URI" information is held 
in the IC card 1-5, next, the IPP server component 1-11 
checks whether or not a print job corresponding to the 5 
"Job-URI" information is held in the printing device 1-2 
or the data storage device 1-3. If the print job is held 
without inconsistency, the processing flow proceeds to 
S615 again, and print processing is performed. 
[01 58] In the case in which "Job-URI" information is 10 
not held or the case in which "Job-URI" information in 
the IC card 1 -5 and a suspended print job in the printing 
device 1 -2 or the data storage area 1 -3 are inconsistent, 
the processing on the printing device side is finished 
without executing printing. 15 
[0159] Note that, in order to make confidentiality for 
print information more firm, in the case in which 
"Job-URI" information in the IC card 1 -5 and a suspend- 
ed print job in the printing device 1 -2 or the data storage 
area 1-3 are inconsistent, "Job-URI" information in the 20 
IC card 1-5 may be deleted. 

[0160] It is needless to mention that, in the printing 
system according to the present embodiment, the 
present invention is applicable whether a printer engine 
is a laser beam system, an electrophotographic system 25 
(e.g., LED system) other than the laser beam system, a 
liquid crystal shutter system, an ink-jet system, a ther- 
mal transfer system, a sublimation system, or other print 
system. 

[0161] A configuration of a data processing program, 30 
which can be read by the printing system to which the 
information processing apparatus and the printing de- 
vice according to the present embodiment are applica- 
ble, will be described with reference to a memory map 
shown in Fig. 5. 35 
[0162] Fig. 5 is a schematic diagram illustrating a 
memory map of a storage medium storing various data 
processing programs which can be read by a printing 
system to which the information processing apparatus 
and the printing device according to the present inven- 40 
tion are applicable. 

[0163] Note that, although not specifically illustrated, 
information for managing a program group stored in a 
storage medium, for example, version information, a 
creator, and the like may be stored, and information de- 45 
pending upon an OS or the like on a program reading 
side, for example, an icon or the like for identifying to 
display a program may be stored. 
[01 64] Moreover, data subordinate to the various pro- 
grams is also managed in the directory. In addition, in so 
the case in which a program or data to be installed is 
compressed, a program or the like for decompressing 
the program or data may be stored. 
[0165] The functions shown in Fig. 4 in the present 
embodiment may be performed by a host computer ac- 55 
cording to a program to be installed from the outside. 
Then, in that case, the present invention is also appli- 
cable to the case in which an information group including 



a program is supplied to an output device by a storage 
medium such as a CD-ROM, a flash memory, or an FD, 
or from an external storage medium via a network. 
[0166] It is needless to mention that, as described 
above, the present invention can be implemented by 
supplying 

a storage medium having stored therein a pro- 
gram code for software for realizing the functions of the 
embodiment to a system or an apparatus, and a com- 
puter (or CPU or MPU) of the system or the apparatus 
reads out to execute the program code stored in the stor- 
age medium. 

[0167] In this case, the program code itself read out 
from the storage medium realizes a new function of the 
present invention, and the storage medium having 
stored therein the program code constitutes the present 
invention. 

[0168] As the storage medium for supplying the pro- 
gram code, for example, a floppy disk, a hard disk, an 
optical disk, amagnetooptical disk, a CD-ROM, a CD-R, 
a DVD-ROM, a magnetic tape, a nonvolatile memory 
card, a ROM, an EEPROM, a silicon disk, or the like can 
be used. 

[0169] In addition, it is needless to mention that the 
present invention includes not only the case in which the 
functions of the embodiment are realized by the compu- 
ter executing the read out program code but also the 
case in which an operating system (OS) or the like run- 
ning on the computer performs a part or all of actual 
processing based upon an instruction of the program 
code and the functions of the embodiment are realized 
by the processing. 

[0170] Moreover, it is needless to mention that the 
present invention includes the case in which the pro- 
gram code read out from the storage medium is written 
in a memory provided in a function extending board in- 
serted in the computer or a function extending unit con- 
nected to the computer and, then, based upon an in- 
struction of the program code, a CPU or the like provided 
in the function extending board or the function extending 
unit performs a part or all of actual processing, and the 
functions of the embodiment are realized by the 
processing. 

[0171] In addition, the present invention may be ap- 
plied to a system constituted by a plurality of devices or 
may be applied to an apparatus consisting of one de- 
vice. Further, it is needless to mention that the present 
invention can be applied to the case in which the present 
invention is attained by supplying a program to a system 
or an apparatus. In this case, a storage medium having 
stored therein a program represented by software for 
attaining the present invention is read out to the system 
or the apparatus, whereby it becomes possible for the 
system or the apparatus to enjoy the effects of the 
present invention. Moreover, a program represented by 
software for attaining the present invention is download- 
ed and read out from a database on a network by a com- 
munication program, whereby it becomes possible for 
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the system or the apparatus to enjoy the effects of the 
present invention. 

[0172] As described above, according to the present 
embodiment, when an information processing appara- 
tus issues a print job to a printing device in a suspended 
state, in the case in which a print job to be issued from 
the information processing apparatus is in the suspend- 
ed state, th e_ printing device side^s jjspen.ds^andjnolds 
print^oc^sing^until-suspeQs ion of job processing is re- 
le ased, a jTdretums.job.designation information peculiar 
to the priDt^ofe4o4heJrjfo imation processing apparatus. 
The information proc essing appar atus side writes pecu- 
liar job designation information of the print job returned 
from the printingclevice in a detachable storage medi- 
um. Next, in the case in which peculiar job designation 
information of thejsuspended print job is stored in the 
detachable storage-medium, the printing device side 
reads ouUhe job designation information, issues an in- 
struction for releasing suspension of job processing 
and, upon the release of suspension of job processing, 
executes print processing of the print job held in the sus- 
pended state, whereby troublesome user operations at 
the time of remote printing can be reduced and usability 
can be improved while securing confidentiality of a print. 
In addition, since authentication processing is executed 
using an authentication server, an effect is realized in 
that other users are prevented from using their IC cards 
to willfully execute others' print jobs. 
[0173] Although the present invention has been de- 
scribed based upon the preferred embodiment, the 
present invention is not limited to this, and various mod- 
ifications are possible within a scope indicated in claims. 

Claims 

1 . An information processing apparatus capable of in- 
structing a printing device to execute a print job via 
a predetermined network, comprising: 

a reader which reads out data from a detacha- 
ble storage medium; 

a print job issuing unit which issues a print job, 
for which a suspension attribute is set, to said 
printing device; 

a client authentication controller which, in the 
case in which user authentication based upon 
authentication information peculiar to a user 
read by said reader is successful, performs 
control such that issuance of a print job by said 
job issuing unit is made possible; and 
a writer which writes job designation informa- 
tion peculiar to the print job, which is returned 
from said printing device according to the issu- 
ance of the print job by said print job issuing 
unit, in the detachable storage medium. 

2. An information processing apparatus according to 



Claim 1 , wherein 

said print job issuing unit is capable of issuing 
a plurality of print jobs, and 

said reader writes job designation information 
s peculiar to each of the plurality of print jobs, which 
are returned from said printing device according to 
the issuance of the plurality of print jobs by said print 
job issuing unit, in the detachable storage medium. 

10 3. An information processing apparatus according to 
Claim 1 , wherein said print job issuing unit uses the 
Internet Printing Protocol as a communication pro- 
cedure in print job issue and acceptance process- 
ing. 

15 

4. An information processing apparatus according to 
Claim 1 , wherein the job designation information in- 
cludes a Job-URI specifying the print job. 

20 5, An information processing apparatus according to 
Claim 1, wherein said client authentication control- 
ler inquires success or failure of user authentication 
from an authentication server, with which said print- 
er authentication controller can communicate via 

25 the network, according to the authentication infor- 
mation peculiar to the user. 

6. An information processing apparatus according to 
Claim 5, wherein 

30 said information processing apparatus has a 

password input unit which inputs a password pecu- 
liar to the user, and 

said client authentication controller inquires 
success or failure of user authentication from said 
55 authentication server according to the authentica- 
tion information peculiar to the user read out from 
the detachable storage medium and the password 
peculiar to the user inputted by said password input 
unit. 

40 

7. An information processing apparatus capable of in- 
structing a printing device to execute a print job via 
a predetermined network, comprising: 

45 a print job issuing unit which issues a print job, 

for which a suspension attribute is set, to said 
printing device; and 

a writer which writes a Job-URI specifying the 
print job, which is returned from said printing 
50 device according to the issuance of the print job 

by said print job issuing unit, in the detachable 
storage medium. 

8. A printing device capable of subjecting a print job, 
55 which is issued from an information processing ap- 
paratus via a predetermined network, to print 
processing, comprising: 
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a print job server which accepts the print job 
issued from said information processing appa- 
ratus and subjects the print job to print process- 
ing and which, in the case in which a suspen- 
sion attribute is set in the print job, performs 
control such that the print processing is sus- 
pended and held until release of suspension of 
job processing is instructed; 
a job designation information replier which, in 
response to acceptance of the print job issued 
from said information processing apparatus, re- 
plies job designation information peculiar to the 
print job to said information processing appa- 
ratus; 

a reader which reads data of a detachable stor- 
age medium; 

a printer authentication controller which, in the 
case in which user authentication based upon 
authentication information peculiar to a user 
read out from the detachable storage medium 
by said reader is successful, controls permis- 
sion to use said printing device; and 
a job release controller which, in response to 
said reader reading out the job designation in- 
formation peculiar to the print job from the de- 
tachable storage medium, performs control 
such that an instruction to release suspension 
of job processing is issued to said print job serv- 
er. 

9. A printing device according to Claim 8, wherein 

said print job server is capable of performing 
control such that a plurality of print jobs are held, 
and 

said job release controller performs control 
such that first job designation information stored in 
the detachable storage medium is read out and an 
instruction to release suspension of job processing 
of a print job corresponding to a first job is issued 
and, in the case in which second job designation 
information is further stored in the detachable stor- 
age medium, second job designation information is 
successively read out and an instruction to release 
suspension of printing of a print job corresponding 
to a second job is issued. 

1 0. A printing device according to Claim 8, wherein said 
print job server uses the Internet Printing Protocol 
as a communication procedure in print job issue and 
acceptance processing. 

11. A printing device according to Claim 8, wherein the 
job designation information includes a Job-URI. 

1 2. A printing device according to Claim 8, further com- 
prising a printing device which executes print 
processing of a print job corresponding to the job 
designation information for which the instruction to 



release suspension of printing is issued by said job 
release controller. 

13. A printing device according to Claim 12, wherein, 
5 after said printing device ends the print processing, 

said print job server issues an instruction to delete 
the job designation information corresponding to 
the print job, for which the print processing has end- 
ed, stored in the detachable storage medium. 

10 

14. A printing device according to Claim 12, wherein, 
after said printing device ends the print processing, 
the print job server deletes the print job for which 
the print processing has ended. 

15 

15. A printing device according to Claim 8, wherein said 
printer authentication controller controls permission 
to use said printing device by inquiring success or 
failure of user authentication from an authentication 

20 server, with which said printer authentication con- 
troller can communicate via the network, according 
to the authentication information peculiar to the us- 
er 

25 16. A printing device according to Claim 15, wherein 
said printing device has password input 
means which inputs a password peculiar to the us- 
er, and 

said printer authentication controller controls 
30 permission to use said printing device by inquiring 
success or failure of user authentication from said 
authentication server according to the authentica- 
tion information peculiar to the user read out from 
the detachable storage medium and the password 
35 peculiar to the user inputted by said password input 
means. 

17. A printing device capable of subjecting a print job, 
which is issued from an information processing ap- 
40 paratus via a predetermined network, to print 
processing, comprising: 

a print job server which accepts the print job 
issued from said information processing appa- 
45 ratus and subjects the print job to print process- 

ing and which, in the case in which a suspen- 
sion attribute is set in the print job, performs 
control such that the print processing is sus- 
pended and held until release of suspension of 
50 job processing is instructed; 

a job designation information replier which, in 
response to acceptance of the print job issued 
from said information processing apparatus, re- 
plies a Job-URI specifying the print job to said 
55 information processing apparatus; 

a reader which reads data from and writes data 

in a detachable storage medium; and 

a job release controller which, in response to 
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said reader reading out the Job-URI peculiar to 
the print job from the detachable storage medi- 
um, performs control such that an instruction to 
release suspension of job processing is issued 
to said print job server. 5 

A printing system which has an information 
processing apparatus capable of instructing a print- 
ing device to execute a print job via a predetermined 
network and a printing device capable of subjecting 10 
the print job, which said information processing ap- 
paratus instructed said printing device to execute, 
to print processing, 

wherein said information processing appara- 
tus comprises: 15 

a first reader which reads data of a detachable 
storage medium; 

a print job issuing unit which issues a print job 
to said printing device with a suspension at- 20 
tribute set to the print job; 
a client authentication controller which, in the 
case in which user authentication based upon 
authentication information peculiar to a user 
read by said first reader is successful, performs 25 
control such that issuance of the print job by the 
job issuing unit is made possible; and 
a writer which, in response to the issuance of 
the print job by said print job issuing unit, writes 
job designation information peculiar to the print 30 
job returned from said printing device in the de- 
tachable storage medium, and 

wherein said printing device comprises: 

35 

a print job server which accepts the print job 
issued from said information processing appa- 
ratus and subjects the print job to print process- 
ing and which, in the case in which a suspen- 
sion attribute is set in the print job, performs 40 
control such that the print processing is sus- 
pended and held until release of suspension of 
job processing is instructed; 
a job designation information replier which, in 
response to acceptance of the print job issued 45 
from said information processing apparatus, re- 
plies job designation information peculiar to the 
print job to said information processing appa- 
ratus; 

a second reader which reads data of a detach- so 
able storage medium; 

a printer authentication controller which, in the 
case in which user authentication based upon 
authentication information peculiar to a user 
read out from the detachable storage medium 55 
by said second reader is successful, controls 
permission to use said printing device; and 
a job release controller which, in the case in 



which job designation information peculiar to 
the print job in a suspended state is stored in 
the detachable storage medium, reads out the 
job designation information and performs con- 
trol such that an instruction to release suspen- 
sion of job processing is issued to said print job 
server. 

19. A control method for an information processing ap- 
paratus which is capable of instructing a printing de- 
vice to execute a print job via a predetermined net- 
work, comprising: 

a reading step of reading authentication infor- 
mation peculiar to a user from a detachable 
storage medium; 

a client authenticating step of, in the case in 
which user authentication based upon authen- 
tication information peculiar to the user read in 
said reading step is successful, performing 
control such that issuance of a print job is made 
possible; 

a print job issuance step of issuing a print job 
to the printing device with a suspension at- 
tribute set to the print job based upon the con- 
trol in said client authenticating step; and 
a writing step of, in response to issuance of the 
print job, writing job designation information pe- 
culiar to the print job returned from the printing 
device in the detachable storage medium. 

20. A control method for an information processing ap- 
paratus which is capable of instructing a printing de- 
vice to execute a print job via a predetermined net- 
work, comprising: 

a reading step of reading authentication infor- 
mation peculiar to a user from a detachable 
storage medium; 

a print job issuance step of issuing a print job 
to the printing device with a suspension at- 
tribute set to the print job; and 
a writing step of, in response to issuance of the 
print job, writing a Job-URI specifying the print 
job returned from the printing device in the de- 
tachable storage medium. 

21. A control method for a printing device capable of 
subjecting a print job, which is issued from an infor- 
mation processing apparatus via a predetermined 
network, to printing process, comprising: 

a print job holding step of, in the case in which 
a suspension attribute is set in the print job is- 
sued from the information processing appara- 
tus, performing control such that the print 
processing is suspended and held until release 
of suspension of job processing is instructed; 
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a job designation information returning step of, 
in response to acceptance of the print job is- 
sued from the information processing appara- 
tus, returning job designation information pecu- 
liar to the print job to the information processing 
apparatus; 

a reading step of reading out authentication in- 
formation peculiar to the user from a detacha- 
ble storage medium; 

a printer authenticating step of, in the case in 
which user authentication based upon the au- 
thentication information peculiar to the user 
read out from the detachable storage medium 
is successful, controlling permission to use the 
printing device; 

a job processing suspension release issuing 
step of, in the case in which the job designation 
information peculiar to the suspended print job 
is stored in the detachable storage medium, is- 
suing an instruction to release suspension of 
job processing based upon the job designation 
information; and 

a printing step of, in response to the release of 
suspension of job processing, executing print 
processing of the print job held in the suspend- 
ed state. 

22. A control method for a printing device according to 
Claim 21 , further comprising a job designation in- 
formation deleting step of, after ending the print 
processing of the print job in said printing step, de- 
leting the job designation information peculiar to the 
print job from the detachable storage medium. 

23. A control method for a printing device according to 
Claim 21 , further comprising a print job deleting step 
of, after ending the print processing of the print job 
in said printing step, deleting the print job. 

24. A control method for a printing device capable of 
subjecting a print job, which is issued from an infor- 
mation processing apparatus via a predetermined 
network, to printing process, comprising: 

a print job holding step of, in the case in which 
a suspension attribute is set in the print job is- 
sued from the information processing appara- 
tus, performing control such that the print 
processing is suspended and held until release 
of suspension of job processing is instructed; 
a Job-URI returning step of, in response to ac- 
ceptance of the print job issued from the infor- 
mation processing apparatus, returning a 
Job-URI specifying the print job to the informa- 
tion processing apparatus; 
a job processing suspension release issuing 
step of, in the case in which the Job-URI is 
stored in a detachable storage medium, read- 



ing out the Job-URI and issuing an instruction 
to release suspension of job processing; and 
a printing step of, in response to the release of 
suspension of job processing, executing print 
s processing of the print job held in the suspend- 

ed state. 

25. A printing method for a printing system which has 
an information processing apparatus capable of is- 

10 suing a print job to a printing device via a predeter- 
mined network and instructing remote printing, and 
a printing device which is capable of subjecting the 
print job issued from the information processing ap- 
paratus to remote print processing, said printing 

15 method comprising: 



a first reading step of reading authentication in- 
formation peculiar to a user from a detachable 
storage medium in the information processing 

20 apparatus; 

a client authenticating step of, in the case in 
which user authentication based upon the au- 
thentication information peculiar to the user 
read in said first reading step is successful, per- 

25 forming control such that issuance of a print job 

is made possible; 

a print job issuing step of issuing a print job with 
a suspension attribute set to the print job to the 
printing device based upon the control in said 

30 client authenticating step; 

a job designation information returning step of, 
in response to acceptance of the print job is- 
sued from the information processing appara- 
tus in the print job issuing step, returning job 

35 designation information peculiar to the print job 

to the information processing apparatus; 
a print job holding step of, in the case in which 
the suspension attribute is set in the print job 
issued to the printing device from the informa- 

4 o tion processing apparatus, performing control 

such that the print job is held until release of 
suspension of job processing is instructed; 
a writing step of writing the job designation in- 
formation peculiar to the print job returned from 

45 the printing device to the information process- 

ing apparatus in the detachable storage medi- 
um; 

a second reading step of reading authentication 
information peculiar to the user from the de- 

50 tachable storage medium in the printing device; 

a printer authenticating step of, in the case in 
which user authentication based upon the au- 
thentication information peculiar to the user 
read out from the detachable storage medium 

55 is successful, controlling permission to use the 

printing device; 

a job processing suspension release issuing 
step of, in the case in which job designation in- 
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formation peculiar to the suspended print job is 
stored in the detachable storage medium, read- 
ing out the job designation information and is- 
suing an instruction to release suspension of 
job processing; and 

a printing step of, in response to the release of 
suspension of job processing, executing print 
processing of the print job held in the suspend- 
ed state. 

26. A printing method for a printing system which has 
an information processing apparatus capable of is- 
suing a print job to a printing device via a predeter- 
mined network and instructing remote printing, and 
a printing device which is capable of subjecting the 
print job issued from the information processing ap- 
paratus to remote print processing, said printing 
method comprising: 

a print job issuing step of issuing a print job with 
a suspension attribute set to the print job to the 
printing device; 

a job designation information returning step of, 
in response to acceptance of the print job is- 
sued from the information processing appara- 
tus in said print job issuing step, returning a 
Job-URI specifying the print job to the informa- 
tion processing apparatus; 
a print job holding step of, in the case in which 
the suspension attribute is set in the print job 
issued to the printing device from the informa- 
tion processing apparatus, performing control 
such that the print job is held until release of 
suspension of job processing is instructed; 
a writing step of writing the Job-URI returned 
from the printing device to the information 
processing apparatus in the detachable stor- 
age medium; 

a job processing suspension release issuing 
step of, in the case in which job designation in- 
formation peculiar to the suspended print job is 
stored in the detachable storage medium , read- 
ing out the Job-URI and issuing an instruction 
to release suspension of job processing; and 
a printing step of executing print processing of 
the print job held in the suspended state based 
upon the instruction for releasing suspension 
of job processing. 

27. A program for executing a control method for an in- 
formation processing apparatus which is capable of 
instructing a printing device to execute a print job 
via a predetermined network, said control method 
comprising: 

a reading step of reading authentication infor- 
mation peculiar to a user from a detachable 
storage medium; 



a client authenticating step of, in the case in 
which user authentication based upon authen- 
tication information peculiar to the user read in 
said reading step is successful, performing 
5 control such that issuance of a print job is made 

possible; 

a print job issuance step of issuing a print job 
to the printing device with a suspension at- 
tribute set to the print job based upon the con- 
10 trol in said client authenticating step; and 

a writing step of, in response to issuance of the 
print job, writing job designation information pe- 
culiar to the print job returned from the printing 
device in the detachable storage medium. 

15 

28. A program for executing a control method for an in- 
formation processing apparatus which is capable of 
instructing a printing device to execute a print job 
via a predetermined network, said control method 

20 comprising: 

a reading step of reading authentication infor- 
mation peculiar to a user from a detachable 
storage medium; 
25 a print job issuance step of issuing a print job 

to the printing device with a suspension at- 
tribute set to the print job; and 
a writing step of, in response to issuance of the 
print job, writing a Job-URI specifying the print 
30 job returned from the printing device in the de- 

tachable storage'medium. 

29. A program for executing a control method for a print- 
ing device capable of subjecting a print job, which 

35 is issued from an information processing apparatus 
via a predetermined network, to printing process, 
said control method comprising: 

a print job holding step of, in the case in which 
40 a suspension attribute is set in the print job is- 

sued from the information processing appara- 
tus, performing control such that the print 
processing is suspended and held until release 
of suspension of job processing is instructed; 
45 a job designation information returning step of, 

in response to acceptance of the print job is- 
sued from the information processing appara- 
tus, returning job designation information pecu- 
liar to the print job to the information processing 
50 apparatus; 

a reading step of reading out authentication in- 
formation peculiar to the user from a detacha- 
ble storage medium; 

a printer authenticating step of, in the case in 
55 which user authentication based upon the au- 

thentication information peculiar to the user 
read out from the. detachable storage medium 
is successful, controlling permission to use the 
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printing device; 

a job processing suspension release issuing 
step of, in the case in which the job designation 
information peculiar to the suspended print job 
is stored in the detachable storage medium, is- 
suing an instruction to release suspension of 
job processing based upon the job designation 
information; and 

a printing step of, in response to the release of 
suspension of job processing, executing print 
processing of the print job held in the suspend- 
ed state. 

30. A program for executing a control method for a print- 
ing device capable of subjecting a print job, which 
is issued from an information processing apparatus 
via a predetermined network, to printing process, 
said control method comprising: 

a print job holding step of, in the case in which 
a suspension attribute is set in the print job is- 
sued from the information processing appara- 
tus, performing control such that the print 
processing is suspended and held until release 
of suspension of job processing is instructed; 
a Job-URI returning step of, in response to ac- 
ceptance of the print job issued from the infor- 
mation processing apparatus, returning a 
Job-URI specifying the print job to the informa- 
tion processing apparatus; 
a job processing suspension release issuing 
step of, in the case in which the Job-URI is 
stored in a detachable storage medium, read- 
ing out the Job-URI and issuing an instruction 
to release suspension of job processing; and 
a printing step of, in response to the release of 
suspension of job processing, executing print 
processing of the print job held in the suspend- 
ed state. 

31. A program for executing a printing method for a 
printing system which has an information process- 
ing apparatus capable of issuing a print job to a 
printing device via a predetermined network and in- 
structing remote printing and a printing device 
which is capable of subjecting the print job issued 
from the information processing apparatus to re- 
mote print processing, said printing method com- 
prising: 

a first reading step of reading authentication in- 
formation peculiar to a user from a detachable 
storage medium in the information processing 
apparatus; 

a client authenticating step of, in the case in 
which user authentication based upon the au- 
thentication information peculiar to the user 
read in the first reading step is successful, per- 



forming control such that issuance of a print job 
is made possible; 

a print job issuing step of issuing a print job with 
a suspension attribute set to the print job to the 
printing device based upon the control in said 
client authenticating step; 
a job designation information returning step of, 
in response to acceptance of the print job is- 
sued from the information processing appara- 
tus in said print job issuing step, returning job 
designation information peculiar to the print job 
to the information processing apparatus; 
a print job holding step of, in the case in which 
the suspension attribute is set in the print job 
issued to the printing device from the informa- 
tion processing apparatus, performing control 
such that the print job is held until release of 
suspension of job processing is instructed; 
a writing step of writing the job designation in- 
formation peculiar to the print job returned from 
the printing device to the information process- 
ing apparatus in the detachable storage medi- 
um; 

a second reading step of reading authentication 
information peculiar to the user from the de- 
tachable storage medium in the printing device; 
a printer authenticating step of, in the case in 
which user authentication based upon the au- 
thentication information peculiar to the user 
read out from the detachable storage medium 
is successful, controlling permission to use the 
printing device; 

a job processing suspension release issuing 
step of, in the case in which job designation in- 
formation peculiar to the suspended print job is 
stored in the detachable storage medium, read- 
ing out the job designation information and is- 
suing an instruction to release suspension of 
job processing; and 

a printing step of, in response to the release of 
suspension of job processing, executing print 
processing of the print job held in the suspend- 
ed state. 

32. A program for executing a printing method for a 
printing system which has an information process- 
ing apparatus capable of issuing a print job to a 
printing device via a predetermined network and in- 
structing remote printing, and a printing device 
which is capable of subjecting the print job issued 
from the information processing apparatus to re- 
mote print processing, said printing method com- 
prising: 

a print job issuing step of issuing a print job with 
a suspension attribute set to the print job to the 
printing device; 

a job designation information returning step of, 
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in response to acceptance of the print job is- 
sued from the information processing appara- 
tus in said print job issuing step, returning a 
Job-URI specifying the print job to the informa- 
tion processing apparatus; 
a print job holding step of, in the case in which 
the suspension attribute is set in the print job 
issued to the printing device from the informa- 
tion processing apparatus, performing control 
such that the print job is held until release of 
suspension of job processing is instructed; 
a writing step of writing the Job-URI returned 
from the printing device to the information 
processing apparatus in the detachable stor- 
age medium; 

a job processing suspension release issuing 
step of, in the case in which job designation in- 
formation peculiar to the suspended print job is 
stored in the detachable storage medium, read- 
ing out the Job-URI and issuing an instruction 
to release suspension of job processing; and 
a printing step of executing print processing of 
the print job held in the suspended state based 
upon the instruction for releasing suspension 
of job processing. 

33. A computer-readable storage medium to which 
there is stored a program for executing a control 
method for an information processing apparatus 
which is capable of instructing a printing device to 
execute a print job via a predetermined network, 
said control method comprising: 

a reading step of reading authentication infor- 
mation peculiar to a user from a detachable 
storage medium; 

a client authenticating step of, in the case in 
which user authentication based upon authen- 
tication information peculiar to the user read in 
said reading step is successful, performing 
control such that issuance of a print job is made 
possible; 

a print job issuance step of issuing a print job 
to the printing device with a suspension at- 
tribute set to the print job based upon the con- 
trol in said client authenticating step; and 
a writing step of, in response to issuance of the 
print job, writing job designation information pe- 
culiar to the print job returned from the printing 
device in the detachable storage medium. 

34. A computer-readable storage medium to which 
there is stored a program for executing a control 
method for an information processing apparatus 
which is capable of instructing a printing device to 
execute a print job via a predetermined network, 
said control method comprising: 



a reading step of reading authentication infor- 
mation peculiar to a user from a detachable 
storage medium; 

a print job issuance step of issuing a print job 
5 to the printing device with a suspension at- 

tribute set to the print job; and 
a writing step of, in response to issuance of the 
print job, writing a Job-URI specifying the print 
job returned from the printing device in the de- 
10 tachable storage medium. 

35. A computer-readable storage medium to which 
there is stored a program for executing a control 
method for a printing device capable of subjecting 

15 a print job which is issued from an information 
processing apparatus via a predetermined network, 
to printing process, said control method comprising: 

a print job holding step of, in the case in which 
20 a suspension attribute is set in the print job is- 

sued from the information processing appara- 
tus, performing control such that the print 
processing is suspended and held until release 
of suspension of job processing is instructed; 
25 a job designation information returning step of, 

in response to acceptance of the print job is- 
sued from the information processing appara- 
tus, returning job designation information pecu- 
liar to the print job to the information processing 
30 apparatus; 

a reading step of reading out authentication in- 
formation peculiar to the user from a detacha- 
ble storage medium; 

a printer authenticating step of, in the case in 
35 which user authentication based upon the au- 

thentication information peculiar to the user 
read out from the detachable storage medium 
is successful, controlling permission to use the 
printing device; 
4 o a job processing suspension release issuing 

step of, in the case in which the job designation 
information peculiar to the suspended print job 
is stored in the detachable storage medium, is- 
suing an instruction to release suspension of 
45 job processing based upon the job designation 

information; and 

a printing step of, in response to the release of 
suspension of job processing, executing print 
processing of the print job held in the suspend- 
50 ed state. 

36. A computer-readable storage medium to which 
there is stored a program for executing a control 
method for a printing device capable of subjecting 

55 a print job which is issued from an information 
processing apparatus via a predetermined network, 
to printing process, said control method comprising: 
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a writing step of writing the job designation in- 
formation peculiar to the print job returned from 
the printing device to the information process- 
ing apparatus in the detachable storage medi- 

5 urn; 

a second reading step of reading authentication 
information peculiar to the user from the de- 
tachable storage medium in the printing device; 
a printer authenticating step of, in the case in 

10 which user authentication based upon the au- 

thentication information peculiar to the user 
read out from the detachable storage medium 
is successful, controlling permission to use the 
printing device; 

*5 a job processing suspension release issuing 

step of, in the case in which job designation in- 
formation peculiar to the suspended print job is 
stored in the detachable storage medium, read- 
ing out the job designation information and is- 

20 suing an instruction to release suspension of 

job processing; and 

a printing step of, in response to the release of 
suspension of job processing, executing print 
processing of the print job held in the suspend- 
25 ed state. 



a print job holding step of, in the case in which 
a suspension attribute is set in the print job is- 
sued from the information processing appara- 
tus, performing control such that the print 
processing is suspended and held until release 
of suspension of job processing is instructed; 
a Job-URI returning step of, in response to ac- 
ceptance of the print job issued from the infor- 
mation processing apparatus, returning a 
Job-URI specifying the print job to the informa- 
tion processing apparatus; 
a job processing suspension release issuing 
step of, in the case in which the Job-URI is 
stored in a detachable storage medium, read- 
ing out the Job-URI and issuing an instruction 
to release suspension of job processing; and 
a printing step of, in response to the release of 
suspension of job processing, executing print 
processing of the print job held in the suspend- 
ed state. 

37. A computer-readable storage medium to which 
there is stored a program for executing a printing 
method for a printing system which has an informa- 
tion processing apparatus capable of issuing a print 
job to a printing device via a predetermined network 
and instructing remote printing and a printing device 
which is capable of subjecting the print job issued 
from the information processing apparatus to re- 
mote print processing, said printing method com- 
prising: 

a first reading step of reading authentication in- 
formation peculiar to a user from a detachable 
storage medium in the information processing 
apparatus; 

a client authenticating step of, in the case in 
which user authentication based upon the au- 
thentication information peculiar to the user 
read in said first reading step is successful, per- 
forming control such that issuance of a print job 
is made possible; 

a print job issuing step of issuing a print job with 
a suspension attribute set to the print job to the 
printing device based upon the control in said 
client authenticating step; 
a job designation information returning step of, 
in response to acceptance of the print job is- 
sued from the information processing appara- 
tus in said print job issuing step, returning job 
designation information peculiar to the print job 
to the information processing apparatus; 
a print job holding step of, in the case in which 
the suspension attribute is set in the print job 
issued to the printing device from the informa- 
tion processing apparatus, performing control 
such that the print job is held until release of 
suspension of job processing is instructed; 



38. A computer-readable storage medium to which 
there is stored a program for executing a printing 
method for a printing system which has an informa- 

30 tion processing apparatus capable of issuing a print 
job to a printing device via a predetermined network 
and instructing remote printing, and a printing de- 
vice which is capable of subjecting the print job is- 
sued from the information processing apparatus to 

35 remote print processing, said printing method com- 
prising: 



a print job issuing step of issuing a print job with 
a suspension attribute set to the print job to the 

40 printing device; 

a job designation information returning step of, 
in response to acceptance of the print job is- 
sued from the information processing appara- 
tus in said print job issuing step, returning a 

4 5 Job-URI specifying the print job to the informa- 

tion processing apparatus; 
a print job holding step of, in the case in which 
the suspension attribute is set in the print job 
issued to the printing device from the informa- 

50 tion processing apparatus, performing control 

such that the print job is held until release of 
suspension of job processing is instructed; 
a writing step of writing the Job-URI returned 
from the printing device to the information 

55 processing apparatus in the detachable stor- 

age medium; 

a job processing suspension release issuing 
step of, in the case in which job designation in- 
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formation peculiar to the suspended print job is 
stored in the detachable storage medium, read- 
ing out the Job-URI and issuing an instruction 
to release suspension of job processing; and 
a printing step of executing print processing of 5 
the print job held in the suspended state based 
upon the instruction for releasing suspension 
of job processing. 
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